NudopmanuoHHas naMATKA I 00y4a0IIMXCH ISl pa3MeleHnst
Ha opuumaabHbIX UHTEpHET-pecypcax.

C KkaXJbpIM roJJOM MOJIOAEKHU B MHTEPHETE CTAHOBUTHCSI OOJIBIIIE, a IIKOJIBHUKU OJHU U3 CaMbIX
aKTUBHBIX II0JIb30BaTeneil Pynera. Mexny Tem, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
UHTEpHET HECET U IPoOJIeMbl. DTa MaMATKa J0JKHA TOMOYb TeOe 0€30IaCHO HaXOAUTHCS B CETH.

KoMnb0TepHbIe BUPYCHI

KomnproTepHblif BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOTpamMM, OTIHMYUTEIHHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K pa3MHOXKEHMIO. B JomonmHeHHe K 3TOMYy,
BHUPYCHI MOT'YT MIOBPEAUTD WJIH MOJHOCTHIO YHUUTOXUTH BCE (Daliiibl U TaHHbIE, TOJIKOHTPOJIbHBIE
MOJI30BATENI0, OT UMEHH KOTOPOTO ObLIA 3aIyllieHa 3apakEHHAs POrpaMMa, a TaKkKe MOBPEIUTh
WIHM Ja)kKe YHUYTOXKUTH OINEPAllMOHHYIO CUCTEMY cO BceMH (paiimamu B nenoM. B GomibiinHCcTBE
CIIy4aeB pacHpOCTPaHSAIOTCS BUPYCHI UYEPE3 UHTEPHET.

Memoowi 3auumel om 8pedoHOCHbIX NPOSPAMM.:
Hcnonb3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLIUE CEPbE3HBIN YPOBEHD 3AIUTHI OT
BPEJOHOCHBIX POrPaMM;

[locrostHHO  ycTaHaBnuBaii matun  (UMQpOBBIE  3amIaTKH, KOTOPBIE  aBTOMATUYECKH
YCTaHABJIMBAIOTCS C LIEJIBIO TOPAOOTKH ITPOrpaMMBbl) U Ipyrue OOHOBIIEHUS CBOEH ONEpallnOHHON
cucreMbl. CkaunBail UX TOJBKO C oumansHoro caira paspadborunka OC. Eciu cymectByer
PEXXUM aBTOMAaTUYeCKOr0 OOHOBJIEHHUS, BKJIIOUH €T0;

Paborail Ha cBOEeM KOMIIBIOTEpE MO MpaBaMy MOJIb30BATENs, a HE aJIMUHUCTpATOpa. DTO HE
MO3BOJIUT OOJBIIMHCTBY BPEJIOHOCHBIX MPOTrpaMM MHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

Hcnone3yil aHTUBUpPYCHBIE MPOrpPaMMHBIE TPOIYKTHl H3BECTHBIX IMPOU3BOAMUTENCH, C
ABTOMATUYECKUM OOHOBJICHHEM 0a3;

Orpanuub pU3NYECKUl TOCTYN K KOMIBIOTEPY AJIsl IOCTOPOHHUX JIHII;

Hcnonp3yii BHEIIHUE HOCUTENN HH(OPMAIUK, Takhe Kak (hiIemka, TUCK WK (ailn U3 MHTEepHeTa,
TOJBKO M3 MPOBEPEHHBIX HCTOYHUKOB,

He oTkpbiBail kommbroTepHbIE (Daiiiibl, MOJyUYEHHBIE W3 HEHAA&KHBIX MCTOYHHKOB. Jlaxke Te
(aiibl, KOTOPBIC TPUCITIAT TBOM 3HAKOMBIN. JIydIlle YTOUHH Y HETO, OTIIPABIISII JIM OH TEOE HX.

Cerun WI-FI

Wi-Fi - 5T0 He Bu mepenayn JaHHBIX, HE TEXHOJOTHS, a BCETO JHIIb OpeHy, mapka. Emte B 1991
rofy HUAEpiaHACKas KoMmraHus 3apeructpupoBania Openny «WECAy», dro o0o3Hadano
cinoBocodetanue «Wireless Fidelity», KOTOpBIii mepeBOANTCS KaK «OeCIPOBOIHASI TOYHOCThY.

Jlo Hamiero BpeMeHHM Jouuia apyras abOpeBuarypa, KOTopas sSBISETCS TaKOW K€ TEXHOJIOTUEH.
Ot1o abOpeBuarypa «Wi-Fi». Takoe Ha3Banume OBUIO JaHO C HAMEKOM Ha CTAHAAPT BBICIIUHN
3BykoBoii TexHuku Hi-Fi, uTo B mepeBoie 03HaYaeT «BBICOKAs TOYHOCTbHY.

Ja, OecmiaTHBI WMHTEPHET-AOCTYN B Kade, OTeNsIX M a’poroprax SBISETCA OTIWYHOU
BO3MOXKHOCTBIO BBIXO/Ia B MHTepHET. Ho MHOTHE SKCHepThl CUUTAIOT, YTO 00meaoCcTynHbIe Wi-
Fi cetu He sBNsAIOTCS G€30MaCHBIMHU.



Cogertsl 10 Oe30macHOCTH paboTe B 001Ie10CTyHbIX ceTsax Wi-fi:

He nepenagaii cBoro nuunyro nHpopManuro depe3 oomenoctymnusie Wi-Fi cetu. Pabotas B HuX,
JKCJIATCIIBHO HC BBOAUTD IApOJIK JOCTYIIA, JIOTUHBI U KAKHC-TO HOMCEPA,

Hcnonb3yit 1 0OHOBIISII aHTUBUPYCHBIE TPOTrPaMMBbI U OpaHaMay?dp. TeM cambIM Thl 00€30T1aCHIITh
ce0st OT 3aKayKu BUpYCa Ha TBOE YCTPOUCTBO;

[Tpu ucnonwszoBannu Wi-Fi oTkmtoun ¢yHknuioo «OO0mui goctyn K ¢dailyiaM ¥ IpUHTEPaM».
Jannast QyHKIHS 3aKphITa 0 YMOTYaHHIO, OHAKO HEKOTOPBIE IOJIb30BATENI AKTUBUPYIOT €€ JUIs
y100CTBa UCIIOB30BaHMs B paboTe min yuebe;

He ucnone3yit nyonauuneiii WI-FI s nmepeaayn JTUYHBIX JaHHBIX, HApUMEp JJIS BBIXOJA B
COLIMAJIbHBIE CETH WU B DJIEKTPOHHYIO IOYTY;

Hcnonp3yit Tonpko 3amumeHsoe coequaenue yepe3 HTTP'S, a ne HTTP, T.e. npu Habope BeO-
azpeca BBOJM UMEHHO «https://»;

B mo6unsHOM Tenedone orkmoun QyHkuuio «lloakmouenne k Wi-Fi aBromartuuecku». He
JIOTTyCKail aBTOMaTHYECKOTO MOAKIIOUEHUsT yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

ConuaJjbHble CeTH

CoruanbHbIe CETH aKTHBHO BXOJAT B HAIIy JXW3Hb, MHOTHE JIOAW PaOOTAIOT W JKUBYT TaM
noctosiHHO, a B Facebook yke 3apeructpupoBaH MWUTHAPI YEIOBEK, YTO SBISETCS OIHOU
CeJIbMOM BCEX KHUTENICH IUIaHeThl. MHOTHE IOJIb30BaTeIM HE TMOHWMAIOT, YTO HMHMOpMAIHs,
pa3MemeHHa;1 MU B COOUAIBHBIX CCTAX, MOXKCT 6BITI> Haﬁ,ueHa " UCIIOJIb30BaHa KEM YI‘O,Z[HO, B
TOM YHCJIC HE 00s13aTeIbHO ¢ OJIarMMu HAMEPECHHSIMHU.

OCHOBHBIE COBETHI IO 0E30IIACHOCTH B COLIMAIBHBIX CETIX:

OrpaHuyb CIIUCOK Apy3ei. Y TeOs B IPY3bAX HE JOKHO OBITH CTydalHBIX U HE3HAKOMBIX JIFOJICH;

3amumail cBOI0 YacTHyo >ku3Hb. He ykaspiBail maponu, TenedoHBI, agpeca, AaTy TBOETO
POXAEHUS U JAPYIYIO JIMYHYK0 HH(OpMAaIMIO. 3JI0YMBIIIICHHUKH MOTYT HCIOJIb30BaTh JaXe
UH(OPMALIMIO O TOM, KaK Thl M TBOM POJUTEIH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3amminai cBOI PEMyTaluIo - ACPXKHU €€ B YUCTOTE U 3a1aBail cede BOIPOC: XOTeN ObI ThI, 4YTOOBI
JIpyrue TOJb30BaTeIM BHUAEIM, 4YTO Thl 3arpyxaewms? Ilogymaii, mpexae dYem 4YTO-TO
OITyOJINKOBATh, HATIKCATh U 3aIPY3UTh;

Ecnu TbI roBOpHILIB € TIOBMHU, KOTOPBIX HE 3HACIIb, HE UCTIOJIb3YH CBOE PEAIbHOE UMS U IPYTYIO
JUYHYI0 HHPOPMAIIMU: UM, MECTO JKUTEIbCTBA, MECTO yueObl U IIPOYEE;

W36eraii pasmerenus ¢ororpaduii B IHTepHETE, e Thl H300pa’keH Ha MECTHOCTH, 110 KOTOPOi
MOYKHO OTIPEJICITUTH TBOE MECTOIIOJIOKEHHE;

[Ipu peructpauuu B COIMAILHON CETH HEOOXOAMMO UCIIOIB30BaTh CI0KHBIE TAPOIIH, COCTOSIINE
13 OyKB ¥ U U ¢ KOJTUIECTBOM 3HAKOB HE MEHEE §;

I[J'IH COHHaHBHOﬁ CCTH, IMOYTHI U APYIrux CalToOB HCOGXOHI/IMO HCIIOJIB30BAaTh Pa3HBIC MAPOJIN.
Torna ecnu Te0s B3IIOMAIOT, TO 3JI0YMBIIIJICHHUKH TIOJTYYaT TOCTYII TOJIBKO K OJTHOMY MECTY, a He
BO BCE Cpasy.

DJIEKTPOHHBIE NeHbI'N
DNEKTPOHHBIE NIEHBIM — 3TO OYEHb YJIOOHBIA CMOCO0 IUTaTeX e, OAHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIE XOTAT MOJYIUTh 3TH JICHBTH.




ONEKTPOHHBIE JEHBI'M TMOSBWJIHUCH COBCEM HENAaBHO M HMEHHO M3-32 3TOr0 BO MHOIHX
rocyiapcTBax 10 CUX MOP HE MPOIMKUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHu (yHKIMOHHMPYIOT U O HUX YK€ MPOIMCAHO B 3aKOHE, I/Ie UX pa3felsioT Ha
HECKOJIbKO BHJIOB - aHOHUMHBIE Y HE aHOHMMHBIE. Pa3HuIla B TOM, 4TO aHOHMMHBIE - 3TO T€, B
KOTOPBIX paspelaercss IPOBOAUTH oOnepauuud 0e3 WACHTU(QUKAIMKU I0JIb30BaTeNsi, a B
HEAaHOHMMHBIX MJICHTU()HUKALIMU TOIb30BaTelIs ABISIETCS 00s13aTEIbHOM.

Taxoke cieayer pa3nndarh IEKTPOHHBIE (PUATHBIE IEHBIH (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
Y DJICKTPOHHBIE He(hUaTHBIE ACHBTH (HE PaBHBI TOCYIaPCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe € MEKTPOHHBIMH JCHbIaMH:

[TpuBsoxu K cueTy MOOMIBHBIN TeaedoH. ITO caMblil yIOOHBINA U OBICTPBINA CITIOCOO BOCCTAHOBUTH
JOCTYT K cyetry. [IpuBs3anHbIi TenedoH MOMOXKeT, eciH 3a0yAelIb CBOH MIaTEXHBIM MapoJb WIH
3aiiienIb Ha CAUT C HE3HAKOMOI'O YCTPOMCTBA;

Hcnonp3yit ogHopa3osbie nmapoiu. [locie nmepexona Ha yCHIIGHHYIO aBTOPH3AIMIO TeOe yxe He
OyZeT yrpokaTh OACHOCTh Kpa)ky WM IIepexBara MJIaTeXHOI0 MapoJs;

3. Beibepu cnoxxublii mapons. IlpectynmHukam OyJeT HE HPOCTO YrajgaTh CIOXHBIN Mapodb.
HapnexHble napoiu — 3T0 napoiiu, KOTOpbIE CoAepkKaT He MEHee § 3HAKOB M BKIIHOYAIOT B ce0s
CTPOYHBIE U MPOINUCHBIE OYKBBI, HU(PHI U HECKOJIIBKO CUMBOJIOB, TAKHE KaK 3HAaK JoJu1apa, pyHTa,
BOCKJIMIIATEIbHBINA 3HaK U T.1. Hanpumep, $tROng!;;

He BBOAM cBOM TMUHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIb.

DJIEKTPOHHAA MOYTA

DJEeKTpOHHAsl MOYTa — 3TO TEXHOJIOTUS M MPEJOCTAaBIIIEMBbIE €0 YCIYTH MO MEPEChUIKE H
HOJYYCHHUIO JJICKTPOHHBIX COOOIIEHWH, KOTOPBIE pACIpENeNIOTCS B KOMIIBIOTEPHOH CeTH.
OOBIYHO ~ DNEKTPOHHBI  MOYTOBBIM  SANIMK  BBIJSIAMT — CJledylomuM  oOpasoM:
UMsL_TIONB30BATeNA(@UMs_JOMeHa. Taike KpoMme Tmeperadyd MpOCTOro TEKCTa, HMEeTCs
BO3MOXHOCTb IepeiaBaTh (panibl.

OCHOBHBIE COBETHI 11O 6€30TaCHOM paboTe C ITCKTPOHHOM MTOUYTOM:

Hano BbIOpaTh mpaBuIIbHBIN OYTOBBIN cepBHC. B HHTEpHETE €cTh OrPOMHBIN BHIOOP OECIUIaTHBIX
IIOYTOBBIX CEPBUCOB, OAHAKO Jy4Ille JOBEPATH TEM, KOTO 3HACIIb U KTO IIEPBBIN B PEUTHHTE;

He ykaspBaii B nu4yHOM moure nuuHylo uHpopmanmioo. Hampumep, mydmie BbIOpaTh
«MY3BIKaTBHBIN _(paHaT@» i «pok2013» BMecTo «remal3»;

Hcnonp3yll ABYyXITanmHyl0 aBTOPHU3ALMIO. JTO KOTJa INOMHMMO IApojis HYXHO BBOJIUTH KOJ,
npuchUIaeMbIi 1o SMS;

Bribepu cioxHBINM Mapoib. [ KaKIOro MOYTOBOTO SIIIMKA JODKEH OBITH CBOM HAC)KHBIM,
YCTOMYUBBIN K B3JIOMY MapOJIb;

Ecnu ectb BO3MOKHOCTB HAaIIMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTB;

Ncnonb3yil HECKOIBKO MOYTOBBIX AIMMUKOB. [IepBbIi 11 4aCcTHOM MEPENUCKU C aapecaTaMi,
KOTOPBIM Tl IOBEPSAECIIL. DTO IEKTPOHHBINA aJpec HE HAJ0 MCIIOIb30BaTh IPU PETUCTPALIUU Ha
dbopymax u cailtax;

He otkpsiBaii (haitnbl 1 1pyrue BIOKEHHS B MHCbMaX Jake €ClIM OHM MPHIIUIA OT TBOUX JPY3eil.
Jly4die yTOYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3T (paiiibl;



8. Tlocne okoHuaHust pabOTHI HA TOYTOBOM CEPBHCE TIEPE]] 3aKPHITHEM BKIIAJKHU C CAaliTOM He 3a0y/b
Ha)kaTb Ha «BRIATH).

KuoepOoyJUIMHT WJIM BUPTYAJbHOE M31€BATEJIbCTBO

KubepOymnuHr — mnpecienoBaHne COOOIMIEHUSAMH, COACPKANTUMU OCKOPOJICHUS, arpeccuio,
3allyTUBaHUC; XYJIIMTAHCTBO; COLUAJILHOC 60ﬁKOTHpOBaHHe C MOMOIIBIO PA3JIMYHBIX UHTCPHCT-
CEpPBHUCOB.

OcHoBHBIE COBETHI IO OOPHOE ¢ KHOEPOYIITUHIOM:

1. He 6pocaiicsa B 60ii. JIyumuii crmoco6: mocoBeTOBAaTHCS Kak ceOsl BECTH U, €CJIU HET TOTO, K KOMY
MOXHO O6paTHTLCH, TO BHAYaJIC YCIIOKOUTBLCA. Ecnu THI HayHEIbL OTBEYATH OCKOp6HCHHHMI/I Ha
OCKOPOJIEHUS, TO TOJIBKO €IIe OO0JIBIIE Pa30AOKEIIb KOH(IIUKT;

2. VYmpaensii cBoelt kubeppernyTanuei;

3. AHOHUMHOCTH B ceTd MHHMMas. CyIIecTBYIOT CIOCOOBI BBIICHUTH, KTO CTOUT 3a AHOHMMHBIM
aKKayHTOM;

4. He crouT BecTH XyJIWTaHCKWW 00pa3 BUPTyaldbHOH >xu3HU. MHTEpHET (PuikcupyeTr Bce TBOHM
JIeMCTBUS M COXPaHSET UX. Y JaluTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

5. Cobmronait CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

6. UrHopupyii enuHuuHblii HeratuB. OgHOpa3oBble OCKOPOUTENBHBIE COOOIICHUS JIyYlle
UrHopupoBaTb. OOBIYHO arpeccus MpeKpallaeTcst Ha HadyaJlbHOM cTainy;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMU COOOIIICHUSIMU, B COIIMATTBHBIX CETSIX €CTh
BO3MO>XHOCTh OJIOKMPOBKH OTIPABKH COOOIICHHI C ONpeAeIEHHBIX aIpECcoB;

8. Ecmu 1B cBuzmerens kubepOyiuimHra. TBoM JeMCTBUSA: BBICTYNIUTH HPOTHUB IpECEOBATEIS,
II0Ka3aTh €My, YTO €T0 JEHCTBUS OLCHUBAIOTCS HETAaTUBHO, MOAAEPXKATh KEPTBY, KOTOPOU HY)KHA
NICHXOJIOTHYECKAs TIOMOIIb, COOOIIUTH B3POCIBIM O (DaKTe arpecCUBHOIO NIOBEJCHUS B CETH.

MooOnbHbl# TeaedoH

CoBpeMenHbIe cMapT(HOHBI U IUIAHIIETHI COAEP)KAaT B cebe BIOJHE B3pOCHbIN (DYHKIMOHANI, H
TeNepb OHM MOTYT KOHKYPHUPOBaThb CO CTallMOHAPHBIMU KoMIbloTepamu. OpHaKo, CpelcTB
3aLIUTHI )15 TOAOOHBIX YCTPOWCTB MOKA 04€Hb Majo. TecTupoBaHKe U MOUCK YSI3BUMOCTEN B HUX
IPOMCXOUT HE TaK MHTEHCUBHO, Kak [yt 1K, To jxe camoe kacaeTcst 1 MOOMIIbHBIX IIPUIIOKEHU.

CoBpeMeHHBIE MOOMIIbHBIE Opay3epbl y)Ke MPAKTUYECKH JOTHAIM HACTOJIbHBIC aHAJIOTH, OJJHAKO
pacmuperue GyHKIIMOHAIa BICUET 32 COO0M OOJIBIIYIO CJI0KHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

Jlaeko He BCe TMPOW3BOAMUTEIN BBIMTYCKAIOT OOHOBJICHHS, 3aKPBHIBAIOIINE KPUTHUECKUE
YSI3BUMOCTH JIJIsl CBOUX YCTPOWCTB.

OcHOBHBIE COBETHI JJ1s1 0€301aCHOCTH MOOMIIBHOTO Telie(oHa:

Huuero He sBusercs no-HacrosimieMy OecIulaTHbIM. Byns ocTopoxkeH, Benp Korga Ttebe
npeUiaratoT 6eCIuIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexxne uem otnpaBuTh SMS, poro mmu Bumeo. Thl TOYHO 3HAENIb, TA€ OHU OyIyT B
KOHEYHOM uTOTre?

HeobxoamumMo 0GHOBIATE OMEpalMOHHYIO CUCTEMY TBOETO CMapTQoOHa;



AN

Wcnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI JJ1s1 MOOMIIBHBIX TeIe(hOHOB;

He 3arpyxail mnpuiokeHuss OT HEU3BECTHOTO HCTOYHHKA, BEIb OHU MOTYT COJEpP’KaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecIieUeHuE;

[Toce Toro Kak ThI BBIMJCIIL C CaldTa, T/Ie BBOIWII JIMUHYIO WH(OpPMAIKIO, 32l B HACTPONKH
Opaysepa u ynamu cookies;

[Tepuoanuecku mMpoBepsiii Kakue MIaTHbIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEDPE;

JlaBaii cBoii HOMEp MOOWIBHOTO TeleOHa TOJBKO JIOASM, KOTOPBIX Thl 3HACUIb U KOMY
JOBEpsICIIb;

Bluetooth momxkeH ObITH BBIKIIOUEH, KOTJa ThI UM HE TOJNb3yemibcs. He 3a0biBail mHOTHA
IPOBEPSATH 3TO.

Online urpei
CoBpeMeHHBIC OHJIAMH-UTPHI - ITO KPACOUYHBIC, 3aXBATHIBAIOIIUE PAa3BICYCHUS, OOBEIUHSIONINE

COTHH THICSY YEJIOBEK MO BceMy MHpY. Irpoku HccieaytoT NaHHBIH UM MUp, OOIIAIOTCS APYT €
JIPYrOM, BBITIOJHSIOT 3a/1aHUSI, CPAYKAFOTCS ¢ MOHCTPAMU U MOJIYYarOT ONBIT. 32 YAOBOJIBCTBHE OHU
IUIATSAT: MIOKYMAIOT AUCK, OTUIAYMBAIOT A00OHEMEHT WIIM IPUOOPETAIOT KaKUEe-TO OMIIHH.

Bce atu cpeacTtBa uayT Ha mojanep)KaHUE U Pa3BUTHE UIPHI, a TaKKe HA caMy 0€30MacHOCTH:
COBEpIIICHCTBYIOTCS CHCTEMbI aBTOPU3AlIMH, BHIMTYCKAIOTCS HOBBIE MaTud (IU(POBBIC 3aIUIaTKH
JUISI IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B momoOHBIX UTpax CTOUT OMacaThCsl HE CTOJIBKO CBOHMX COIMEPHHKOB, CKOJIIBKO KPaKh TBOETO
naposisi, Ha KOTOPOM OCHOBaHA CUCTeMa aBTOPU3AIMK OOJILIIMHCTBA UTD.

OcHnosHule cogembpl no 6e30nacHOCMU MB0E20 USPOBO20 AKKAYHMA.!
Ecnu npyroii urpok Benet ceds Ii1oXo Uitk co3/1aeT Te0e HeMPUATHOCTH, 3a0JIOKUPYH €T0 B CITHCKE
UTPOKOB;

[Toxxanyiics agMUHUCTpaTOpaM UIpPbl Ha IUIOXO€ IOBEIEHHWE ATOr0 WIrPOKa, >KEeIaTeabHO
MPUWIOKUThH KaKUE-TO JI0KA3aTeIbCTBA B BUJIE CKPUHOB;

He yxa3piBaii mnunyro nHopManuio B mpodaiisie urpel;
VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopunaabHpIe TATYH U MO/IBI,
Hcnonw3yi ClOXKHBIE U pa3HbIE I1apOJIH;

Jlaxxe BO Bpemsi UIpbl HE CTOUT OTKIIIOYaTh aHTUBUpYC. [loka Thl Urpaeiib, TBOW KOMIIBIOTED
MOTYT 3apa3uTh.

OUINMHT WM KPaKa JUYHbIX AAHHBIX

OObIUHON Kpakel JEHEer U JOKYMEHTOB CETOJHS Y€ HHUKOrO HE yAUBHIIb, HO C pa3BUTHEM
MHTEPHET-TCXHOJIOTUN  3JIOYMBIIIJICHHUKN IEPEMECTUINCh B HMHTEPHET, M INPOJOJDKAIOT
3aHUMATHCS WTIOOMMBIMY JEJIOM.

Tak nosiBUIachk HOBasl Yrpo3a: HHTEPHET-MOIICHHHYECTBA WM (DUIIUHT, TJIaBHAS [IE1h KOTOPOTO
COCTOWT B MOJYYCHUH KOHQUIACHIMAIBHBIX JaHHBIX MOJIb30BaTeJIei — JIOTHHOB U mapoieit. Ha
AHTJIMIACKOM si3bIke phishing unrtaercs kak ¢umuHr (ot fishing — preiOHas moBms, password —
1apoib).



OcHognbie cogemvl no bopvoe ¢ puwuneom:

Cnenu 3a cBouM akkayHTOM. Eciam ThI momo3peBaemib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKMPOBATh €€ U COOOIIUTH aJMHHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpee;

Hcnonk3yii 6e30macHbie BeO-CaiiThl, B TOM YHCIIE, HHTEPHET-Mara3uHoB U MTOMCKOBBIX CHCTEM;

Hcronp3yil CclokHBIE H pasHble Mmapoid. TakuM oOpa3oMm, eciau TeOs B3JIOMAT, TO
37IO0YMBIIIJICHHUKH MTOJy4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY NMPO(UITIO B CETH, a HE KO BCEM;

Ecnu Te6s B310OManu, To HE0OOXOAMMO IPEAYIPEIUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIC 100aBICHBI
y Te0s B APY3bAX, O TOM, UTO T€Os B3JIOMATH M, BO3MOXXHO, OT TBOETO UMEHHU OYAET pacchuIaThCs
CIlaM M CCHUIKHM Ha (DUIITUHTOBBIC CANTHI;

YcranoBu HagexxHbid napois (PIN) Ha MoOuIbHEIH TenedoH;
Otximioun coxpaHeHue maposis B Opaysepe;

He otkpsiBaii (haitnnbl 1 1pyrue BIOKEHHS B MHCbMaxX Ja)ke €CIIM OHM MPHIIUIA OT TBOUX JpPY3eil.
Jly4ie yTOYHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (Pailibl.

Indposas penyramus

[MudpoBass pemyranust - 5TO HETaTUBHAS WM TO3UTHBHAs WHGoOpMaIms B ceTh O Teoe.
Kommpomerupyromass nHbopMaliis pa3MeIIeHHAass B HHTEPHETE MOXKET CEPhE3HBIM 00pa3oM
OTPa3UThCs HAa TBOCH peanbHOU Xu3HH. «lludpoBas pemyranus» - 5T0 TBOW UMUK, KOTOPBIA
dbopmupyetcs u3 uHGOpMaIUU 0 TeOe B UHTEPHETE.

TBoe MecTo KHUTEIhCTBA, y4eObl, TBOE (MHAHCOBOE TOJIOKCHHE, OCOOCHHOCTH XapakTepa W
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIMBAETCS B CETH.

MHorre MOIPOCTKH JIETKOMBICICHHO OTHOCATCS K TYOJNUKAIMK JIMYHOW WHGOpMAIMKA B
I/IHTCpHeTe, HE MIOHNMasi BO3MOKHBIX HOCHGHCTBHﬁ. Trl JaXKE€ HE CMOXKCIIb A0TaJaThbCsa O TOM, UTO
dboTorpadus, pazMelIeHHas 5 JIeT Ha3a, cTaja MPUYUHON OTKa3a MPUHSTH TeOs Ha paboTy.

Kommenrtapuu, pazmenienue TBoux ¢ororpaduii u npyrue IeicTBUS MOTYT HE MCUE3HYTD Jaxe
MocJie TOT0, KaK Thl UX yJaiuilb. Thl HE 3HAEIIb, KTO COXPAHUJ 3Ty HH(POPMAIIUIO, ITONaa JId OHa
B MMOUCKOBLIC CUCTCMBI U COXpaHWJIACh JIM OHA, a IIaBHOC: YTO MOAYyMArOT O TCGG OKpYZKarouiee
JIIOJTA, KOTOPBIC HAMYT U YBUAAT 3T0. Hailti mH(bOpMAaIio MHOTO JIET CITYCTSI CMOXKET JTH000H -
KaK 13 1I00pBIX MOOYKICHH, TaK U C HAMEPEHUEM IIPUYUHHUTD Bpel. ITO MOXKET OBITh KTO YTOJIHO.

OCHOBHBIE COBETHI IO 3alTUTE ITU(POBOM perryTaIuu:

[Momymaii, mpexxae 4eM 4To-To MyOJIMKOBaTh U MepenaBaTh y ceOs B Oyiore Wi B COLMAIBHOM
cery;

B Hactpoiikax npoduiis yCTAaHOBM OrpaHUYEHHUS HAa MPOCMOTP TBOETrOo MNPOQMIS U €ro
COAEPKUMOTO, CIIETal €r0 TOJBKO <« IPYy3ei»;

He pasmemaii u He ykas3biBail MHGpOpPMAaLUIO, KOTOpas MOXKET KOTro-JIMOO OCKOPOJATH WIIH
00MXaTh.

ABTOpPCKO€ PaBo

CoBpeMeHHBIE NIKOJIBFHUKH- aKTHBHBIE ITOJIE30BATENN IU(POBOro mpocTpaHcTBa. OTHAKO JTaJIEKO
HE BCE 3HAIOT, YTO TIOJb30BAHME MHOTMMH BO3MOXHOCTSIMH LH(POBOro mupa Tpeldyer
cOOJTI0IeHHSI TIPAaB HA MHTEIICKTYaIbHYIO COOCTBEHHOCTb.




TepMI/IH (UHTCJJICKTYaJIbHad CO6CTB€HHOCTB» OTHOCHUTCA K Ppa3iinuHbIM TBOPCHUAM
YeJI0BEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300pETEHUH M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOAYKTHl WM YCIYI'M , M 3aKaHuMBasg KHHUTamu, ¢ororpadusmu, KuHOPHUIBMAMU H
MY3bIKaJTbHBIMH TTPOU3BEACHUSIMHU.

ABTOpCKHE TpaBa - 3TO MpaBa Ha WHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOM3BEICHUS HAYKH,
JUTEPATyppl U HMCKYCcCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAa4deCTBE TapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa HE OyIeT HampacHbIM, JACT €My CHpaBeAIUBBIC
BO3MOXHOCTH 3apa0o0TaTh Ha pe3yibTaTaxX CBOErO TPYy/Ja, MOJYyYUTh W3BECTHOCTh U IPU3HAHUE.
Huxkro Ge3 pa3zperieHust aBTopa He MOKET BOCIPOM3BOIUTH €0 POU3BEACHUE, PACTIPOCTPAHSTh,
nyOJIMYHO JI€MOHCTPUPOBATh, IpPOAABATH, HMMIIOPTHPOBATh, MyCKaTb B IPOKAT, MyOIMYHO
UCTIOJIHAT, MIOKA3bIBaTh/UCIIOIHSTH B AHpe WK pazmemiaTts B IHTepHeTe.

Hcnonp30BaHne «IHPATCKOr0» IPOrpaMMHOT0 00ECIIeYeHU S MOXKET MPUBECTU K MHOTUM PUCKaM:
OT OTEPU AAHHBIX K TBOUM aKKayHTaM JI0 OJJOKHPOBKHU TBOETO YCTPOUCTBA, I/I€ yCTAaHOBJICHHBIH
He JierajipHas nporpamma. He ctouT Taxxke 3a0bIBaTh, YTO CYIIECTBYET JIETAIbHbBIE U OeCIIaTHbIE
IIPOrpPaMMBbl, KOTOPbIE MO>KHO HalTHU B CETH.

O nopraJie

CereBuuoK.p( - TBOU TJIABHBIN COBETYHK B CETH. 3/1€Ch Thl MOXKEIIh y3HATh O 0€30MAaCHOCTH B
CEeTH TIOHATHBIM W JIOCTYIHBIM SI3BIKOM, a TPU BO3HUKHOBEHHH KPHUTHYECKOW CHUTYaIluu
00paTUTHCS 32 COBETOM. A TakkKe NPUHATH ydacTHe B KOHKYpPCAaX W CTaTh CaMbIM IU(PPOBBIM
rpax JaHuHOM !



